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MENU 



Gemalto for You 
ONE THIRD OF THE WORLD’S POPULATION              USE OUR SOLUTIONS EVERYDAY 

BANKS & RETAIL 

TELECOM 

TRANSPORT 

GOVERNMENT 

ENTERPRISE 
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About Gemalto 

Over	  €2	  BILLION	  in	  Revenue	  in	  2011	  

€250+	  MILLION	  So7ware	  and	  Value	  Added	  Services	  

BILLION	  Intelligent	  Cards	  Produced	  and	  

Personalized	  on	  a	  Yearly	  Basis	  

14	  R&D	  Centers	  

1,400	  ScienKsts	  

15	  ProducKon	  Sites	  

28	  PresonalizaKon	  Centers	  

74	  Sales	  &	  MarkeKng	  Offices	  

10,000+	  Employees	  

100	  NaKonaliKes	  

43	  Countries	  

Gemalto	  eBanking	  

The	  acquisi4on	  of	  Xiring	  and	  Todos	  
posi4oned	  Gemalto	  as	  the	  leader	  in	  the	  
eBanking	  World.	  

	  ~	  150	   	  CUSTOMER	  BANKS	  
	  50	  + 	  MILLION	  USERS	  
	  40	  + 	  MILLION	  DEVICES	  

	  120	   	  EMPLOYEES	  
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EZIO LIFE 



eBANKING ATTACKS -  
STILL EVOLVING 

6 Gemalto eBanking Security 



123456 56 



password1 assword1 Password1 assword1 



eBanking Fraud is Changing 

“OLD” Type of Attack “NEW” Type of Attack 

31% of EU internet users were infected by worm or Trojan in 2010 
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SIMPLE PHISHING  >>>  SOPHISTICATED MALWARE 



THE eBANKING THREAT IS ADAPTING 

Static password TAN, iTAN, other simple OTP 
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eFraud Attacks Become Smarter 
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eFrauds in the Region 
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Local Situation 

Cybercrime in Russia: Trends and issues presentation by ESET and Group-IB at CARO in 2011 



Phishing Sites are in the Corner 
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LEARNINGS FROM eBANKING 
ATTACKS & eFRAUD 
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Learnings from eBanking 

!  Weakest eBanking solution is attacked 
and hit the most 

!  Bank Brand popularity attracts 
attackers online fraud also 
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Learnings from eBanking 

!  There are always some eBanking 
customers who fall into some trap 

!  User device popularity attracts 
attackers (at first) 

!  Customers systems cannot mustn‘t be 
expected to be secure 
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Learnings from eBanking 

!  Attackers are persistent if they find a 
profitable victim 
 

!  Attackers are adapting to increasing 
eBanking security measures (over time) 
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FRAUDS  &  MITIGATION 
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Identifying Business Needs... 
eBANKING FRAUD IS GETTING MORE AND MORE SOPHISTICATED 

WHALING 

ID THEFT 
KEY/SCREEN 

LOGGING 

PHARMING 

PHISHING 

MAN-IN- 
THE-MIDDLE 

MAN-IN- 
THE-BROWSER 

SHOULDER 
SURFING 

SOCIAL 
ENGINEERING 

CROSS CHANNEL 
ATTACKS 

CONTRACTUAL 
FRAUD 

RELAY 
ATTACK 
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TRANSACTION 
VERIFICATION 

CONTEXTUAL 
SIGNING 

STATIC 
PASSWORDS 

TRANSACTION 
DATA SIGNING 

ONE TIME 
PASSWORDS 

CHALLENGE / 
RESPONSE 

…and Showing How we Meet the Needs 
USER-FRIENDLY MITIGATION OF ALL CURRENT AND FUTURE THREATS 

WHALING 

ID THEFT 
KEY/SCREEN 

LOGGING 

PHARMING 

PHISHING 

MAN-IN- 
THE-MIDDLE 

MAN-IN- 
THE-BROWSER 

SHOULDER 
SURFING 

SOCIAL 
ENGINEERING 

CROSS CHANNEL 
ATTACKS 

CONTRACTUAL 
FRAUD 

RELAY 
ATTACK 
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...and What Services Banks Can Offer 
TO GROW THEIR BUSINESS ACROSS ALL DIGITAL CHANNELS 

TRANSACTION 
VERIFICATION 

CONTEXTUAL 
SIGNING 

STATIC 
PASSWORDS 

TRANSACTION 
DATA SIGNING 

ONE TIME 
PASSWORDS 

CHALLENGE / 
RESPONSE 

WHALING 

ID THEFT 
KEY/SCREEN 

LOGGING 

PHARMING 

PHISHING 

MAN-IN- 
THE-MIDDLE 

MAN-IN- 
THE-BROWSER 

SHOULDER 
SURFING 

SOCIAL 
ENGINEERING 

CROSS CHANNEL 
ATTACKS 

CONTRACTUAL 
FRAUD 

RELAY 
ATTACK 

•  Check 
Accounts 

•  Check Accounts 
•  Transfer Funds 

•  Receive Personal Offers 
•  E-commerce 

•  Check & Edit Accounts 
•  Transfer Funds 
(Cross-borders) 

•  Receive & Sign Personal Offers 
(incl. loans, mortgages etc) 

•  E-commerce 
•  Use eGovernment Services 
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GEMALTO’S  SOLUTION 
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PROJECT 01 

SETUP 02 

USERS 03 

HOSTING 04 

TEAMWORK 05 COMMUNICATION 06 

LOGISTICS 07 ROLL-
OUT 08 

POST-
LAUNCH 09 

All Banks Follow the Same eBanking Path 

VISIT WWW.EZIOWAY.COM 

THE 9 STEPS OF SUCCESSFUL E-BANKING SECURITY DEPLOYMENTS 

...WE LIKE TO CALL IT THE EZIO WAY 

eBankingSecurity.net 



Ezio Highlight: Segmentation 
EVERY E-BANKING USER IS THE SAME.  HIGHLY INDIVIDUAL. 
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Ezio Highlight: Segmentation 
LEVERAGE THE INDIVUALITY OF YOUR CUSTOMER BASE 
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Ezio Suite 

CONNECTABLE  PIN PAD CARD READERS (EMV/CAP/
PKI) 

EZIO SHIELD PRO 

PIN PAD CARD READERS (CAP/EMV) 

EZIO EDGE EZIO CLUB EZIO THIN EZIO THIN OPTIC 

EZIO SERVER 

SERVER & LIBRARY 

EZIO LIBRARY 
NEW ! 

Product planned to be released end 2012 

EZIO onCARD PAD 

TOKENS 

EZIO LAVA EZIO PICO 
NEW ! 

PKI CLIENT-SIDE SOLUTIONS 

EZIO  
PC USB-TR EZIO PKI CARD EZIO CLASSIC CLIENT 
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EZIO bySMS 

MOBILE SOLUTIONS 

EZIO MOBILE SDK EZIO MOBILE TOKEN 

EZIO onCARD 

EZIO SHIELD TALK 



Challenge:       
 986 523 

Enter PIN:         
**** 

Response:        
567 890 

LOW RISK TRANSACTION 

Challenge:    
635 265 

Amount:          
        5 000,00 

  Enter PIN:      
  **** 

Response:        
723 905 

Currency:        
1) EUR 2) USD 3) GBP... 

HIGH RISK TRANSACTION 

Challenge 

User-friendly Technology 
DYNAMIC SIGNATURES 

ASK THE RIGHT QUESTIONS AT THE RIGHT TIME 
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Why Gemalto Solution? 

Ezio Suite is the market’s most 
versatile and easy-to-implement  
eBanking security solution with a 
proven track-record of customers.  

50m 
HAPPY
USERS 

150+
BANKS MULTIPLE

SECURITY
METHODS 

A 
COMPLETE 
SUITE OF 

EZIO 
DEVICES 

40m 
DELIVERED 
DEVICES 

ONE 
SERVER  

ALL 
CHANNELS 
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Local References 
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Bank Scope Status 

Delta Bank 100k SMS In progress 

Raiffeisen 
Aval 

100k SMS 
5k tokens 

Done 
In progress 

BM Bank 5k tokens In progress 



DEMO 
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SUMMARY 
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Summary 

!  eBanking Security 

•  Attackers are very creative in tricking online banking 
customers 

•  eBanking fraud is still evolving 

•  Banks has to learn to adequately improve eBanking 
security over the years 
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Thank  You! Thank  You! 

Building 
Value 

Together 



Mobile Bank 
Main Menu 



Mobile Bank 
Mobile Banking 



Mobile Bank 
Mobile Banking 


